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In tro duction

W e are dev eloping autonomous, 
exible con trol sys-

tems for mission-critical applications suc h as Uninhab-

ited Aerial V ehicles (UA Vs) and deep space prob es.

These applications require h ybrid real-time con trol

systems, capable of e�ectiv ely managing b oth dis-

crete and con tin uous con trollable parameters to main-

tain system safet y and ac hiev e system goals. Using

the CIR CA arc hitecture for adaptiv e real-time con-

trol systems (Musliner, Durfee, & Shin 1993; 1995;

Musliner et al. 1999), these con trollers are syn the-

sized automatic al ly and dynamically , on-line, while the

platform is op er ating . Unlik e man y other AI plan-

ning systems, CIR CA's automatically- generated con-

trol plans ha v e strong temp oral seman tics and pro vide

safet y guaran tees, ensuring that the con trolled system

will a v oid all forms of mission-critical failure.

This pap er is in tended to con v ey an in tuitiv e un-

derstanding of the w a y CIR CA uses mo del-theoretic

metho ds, particularly mo del-c hec king, in its planning.

Our w ork di�ers from other w ork in this area in at least

four imp ortan t w a ys:

T yp e of mo del In order to pro vide temp oral guar-

an tees, w e use as our mo dels time d automata (Alur

1998), rather than the simpler �nite automata. Note

that these automata do not ha v e a �nite state-space,

and that they are not Mark o vian in the same w a y

that most planners' action represen tations are.

Use of mo del-c hec king W e do not reform ulate the

problem of planning as a mo del-c hec king problem,

and then use a mo del-c hec k er to generate a plan.

Instead, w e use the mo del-c hec k er as a test oracle in

a generate-and-test st yle planning algorithm. Ho w-

ev er, w e go b ey ond con v en tional uses of v eri�cation
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to c hec k programs, b y using error traces to direct

bac ktrac king in the planning algorithm and b y incre-

men tally c hec king partially constructed con trollers.

Dynamic en vironmen t W e relax the con v en tional

planning assumption of static en vironmen ts.

T yp e of plan Instead of generating plans that are

simply directed at goal ac hiev emen t, w e generate re-

activ e con trollers that attempt to mo v e the agen t to

a goal, while main taining the system in a satisfactory

state. If the agen t is already in a goal state, CIR CA

will attempt to remain there. Accordingly , CIR CA

con trollers do not terminate, as con v en tional plans

do.

In the next section, w e pro vide a brief description

of the planning pro cess p erformed b y CIR CA's State

Space Planner(SSP). W e will also describ e the execu-

tion seman tics of the reactiv e con trollers CIR CA gen-

erates, and ho w w e mo del it (and its dynamic en vi-

ronmen t) as a timed automaton. Then w e discuss the

problem of v erifying the safet y of a con troller automa-

ton, and presen t a brief o v erview of the mo del-c hec king

approac h. W e sho w ho w the SSP automaton is con-

v erted in to a v eri�cation problem for the mo del c hec k-

ing mec hanisms, and discuss optimizations used to re-

duce the complexit y of mo del c hec king.

The CIR CA SSP

The CIR CA State Space Planner (SSP) automatically

syn thesizes timed discrete-ev en t con trollers (reactiv e

plans) for hard real-time applications. The input to the

SSP is a description of a con trol problem in the form of

en vironmen t dynamics (including uncon trollable pro-

cesses and threats to system safet y), actions a v ailable

to the con troller, and goals to b e realized. The SSP

returns a con troller that is guaran teed to main tain the

safet y of the con trolled system, while it opp ortunisti-

cally tries to reac h goal states.



SSP-syn thesized con trollers are compiled in to sets

of individual reactions (test-action pairs) that sp ecify

what action should b e tak en for eac h reac hable sys-

tem state, where system state is de�ned as a set of

assignmen ts of v alues to observ able features. The con-

troller pro vides safet y guaran tees b y meeting the tim-

ing requiremen ts of the con trol problem; these timing

requiremen ts are inferred from the mo del of the uncon-

trollable pro cesses that threaten the system.

F or example, Figure 1 con tains the transition de-

scriptions for a simple UA V con trol problem. CIR CA's

transition descriptions are STRIPS-lik e, but p ermit

nondeterminism and are augmen ted with timing infor-

mation, whic h w e will explain later. The transitions in

Figure 1 describ e a problem in whic h a UA V is attempt-

ing to follo w a normal 
igh t path (hence the *goals*

statemen t). Ho w ev er, at an y time during its 
igh t, the

UA V migh t b e trac k ed b y enem y radar. Some time af-

ter the initial trac king, a surface-to-air missile (SAM)

ma y b e launc hed. If no coun termeasures are tak en,

that SAM ma y destro y the UA V after at least a cer-

tain minim um amoun t of time has passed (e.g., the

minim um 
igh t time of the missile). The UA V has

a v ailable to it some ev asiv e maneuv ers that will cause

the SAM to miss the UA V, if the UA V initiates its

maneuv ers quic kly enough. Also, since the maneuv ers

div ert the UA V from its nominal tra jectory , the UA V

should end its ev asiv e b eha vior whenev er p ossible.

Figure 2 sho ws the state space resulting from a sim-

ple timed con troller design that will preserv e the safet y

of the UA V. In the initial state, lab eled \State 17" and

sho wn as a shaded o v al, the UA V is on its normal tra-

jectory and has no indication of a radar-guided missile

trac king it. This is a desirable state, so the con troller

will mak e no e�ort to lea v e it. Ho w ev er, at an y time,

a radar threat could o ccur, mo ving the system in to

state 16. The con troller will react to this threat b y

taking ev asiv e action, and main taining the ev asiv e ma-

neuv ers un til the missile has b een a v oided (i.e., un til

the system has en tered state 24). A t this time the

threat has b een neutralized, and the system is free to

return to its normal 
igh t path. This con troller w as

automatically generated b y CIR CA, and the state di-

agram w as generated from CIR CA data structures b y

the daVinci program (F r• ohlic h & W erner 1995).

There are sev eral imp ortan t asp ects to note ab out

this example state space mo del, or �nite automaton.

Note that the automaton con tains lo ops: the UA V ma y

b e threatened b y more than one missile, and will re-

main in (or re-start) ev asiv e maneuv ers as long as it is

threatened.

Note also that time is not an explicit part of the state

represen tation. Omitting time from the planner's state

space is critical to the compact represen tation of lo op-

(setf *goals* '((path normal)))

;; Radar-guided missile threats can occur

;; at any time.

(make-instance 'event

:name "radar_threat"

:preconds '((radar_missil e_tra cking F))

:postconds '((radar_missile_tr ackin g T)))

;; You die if don't defeat a threat by 1200

;; time units.

(make-instance 'temporal

:name "radar_threat_kills _you"

:preconds '((radar_missil e_tra cking T))

:postconds '((failure T))

:min-delay 1200)

;; It takes no more than 10 time units to start

;; evasives.

(make-instance 'action

:name "begin_evasive"

:preconds '((path normal))

:postconds '((path evasive))

:max-delay 10)

;; We defeat missile in between 250 and 400

;; time units.

(make-instance 'reliable-temporal

:name "evade_radar_missil e"

:preconds '((radar_missil e_tra cking T)

(path evasive))

:postconds '((radar_missile_tr ackin g F))

:delay (make-range 250 400))

;; It takes no more than 10 time units to

;; end evasives.

(make-instance 'action

:name "end_evasive"

:preconds '((path evasive))

:postconds '((path normal))

:max-delay 10)

Figure 1: A simple domain description for a UA V

threatened b y radar-guided missiles.



FAILURE

evade_radar_missile

State 23
(PATH EVASIVE)
(RADAR_MISSILE_TRACKING T)

end_evasive radar_threat

State 24
(PATH EVASIVE)
(RADAR_MISSILE_TRACKING F)

begin_evasive

State 16
(PATH NORMAL)
(RADAR_MISSILE_TRACKING T)

radar_threat

State 17
(PATH NORMAL)
(RADAR_MISSILE_TRACKING F)

temporal

action

event

reliable
temporal

Figure 2: Simple UA V con troller for ev ading radar-

guided SAM threats.

ing plans; if w e included time in the state represen ta-

tion, then p ersisten t reactiv e con trol against an unpre-

dictable or adv ersarial w orld w ould explo de the state

space. A second reason for omitting time has to do with

the execution seman tics of CIR CA plans. CIR CA con-

trollers can b e implemen ted as simple, memoryless re-

activ e systems. Con trollers that explicitly represen ted

time and used it in their computations w ould b e di�-

cult, and migh t b e imp ossible to implemen t in m ulti-

pro cessing hard real-time systems.

The SSP's temp oral mo del w as carefully designed

to supp ort reasoning ab out system safet y with only a

minima l amoun t of temp oral information, th us limiting

the complexit y of the automata mo del. W e asso ciate

with eac h transition a set of b ounds on the time (�)

whic h the system m ust dw ell in the transition's source

state b efore the transition could p ossibly o ccur. The

mo del includes four di�eren t t yp es of transitions:

T emp oral T ransitions | Dra wn as double arro ws,

temp oral transitions represen t uncertain pro cesses

that ma y lead to c hange, but only after at least some

minim um amoun t of time has passed (� � min �).

The only temp oral transitions in our simple UA V

example lead to failure, and are not sho wn in Fig-

ure 2 b ecause the safet y-preserving con troller design

mak es failure unreac hable.

Ev en t T ransitions | Dra wn as single arro ws, ev en t

transitions represen t instan taneous transitions that

are out of our con trol, and ma y happ en an y time

their preconditions are satis�ed. They are essen tially

the same as temp oral transitions with a min � of

zero.

Action T ransitions | Dra wn as dashed arro ws, ac-

tion transitions represen t pro cesses that are guaran-

teed to o ccur b efore the system has dw elled a certain

amoun t of time in the source state. That is, action

transitions will de�nitely o ccur b efore � reac hes an

upp er b ound max �.

Reliable T emp oral T ransitions | Dra wn as b old

single arro ws, reliable temp oral transitions repre-

sen t pro cesses that are guaran teed to o ccur, if giv en

enough time. They ha v e b oth lo w er and upp er

b ounds on the dw ell time the system m ust sta y in

the source state b efore the reliable temp oral transi-

tion will o ccur ( min � < � < max �).

Using this information, the SSP reasons ab out one

k ey temp oral relationship: pr e emption . A transi-

tion t is preempted i� some other transition u from

the same state m ust de�nitely o ccur b efore t could

p ossibly o ccur. In other w ords, t is preempted i�

max �( u ) < min �( t ). In our UA V example, the

radar_threat_kills_ you transition is preempted in

state 16 b y the action transition begin_evasive .



Preemption is the k ey temp oral relationship in

CIR CA mo dels b ecause it allo ws the SSP to build dis-

crete ev en t con trollers that mak e certain parts of the

p oten tial system state space unreac hable. By making

all p oten tial failure states unreac hable, the SSP can

build plans (con trollers) that are guaran teed to k eep

the system safe, while also pursuing other less-critical

goals. The goal of plan v eri�cation, discussed in the

next section, is to pro v e that the preemptions CIR CA

has planned will in fact hold true for all p ossible future

w orld \tra jectories" (i.e., paths through the reac hable

states).

Note that the begin_evasive action do es not actu-

ally disable the radar_threat_kills _you transition:

it simply b egins the pro cess of defeating the threat,

whic h is represen ted b y the reliable temp oral tran-

sition evade_radar_miss ile . In Figure 2, w e see

that the radar_threat_kil ls_yo u TTF is actually

preempted out of b oth state 16 and the subsequen t

state 23. This is called a dep endent temp or al chain ,

b ecause the amoun t of time left to preempt the TTF

in state 23 is not the original minim um dw ell time (as it

w as in state 16), but the original min � min us ho w ev er

m uc h time the system ma y ha v e dw elled in state 16

b efore transitioning to state 23. Since CIR CA rea-

sons ab out w orst-case circumstances, w e can assume

that that dw ell time, in the w orst case, is equiv alen t to

the upp er b ound dw ell time ( max �) imp osed b y the

planned action begin_evasive , so that the new min �

in state 23 is actually 1200 � 10 = 1190.

Th us the SSP's mo del is actually non-Mark o vian:

the temp oral seman tics of the TTF out of state 23 de-

p end on the path the system tak es to get there. Nat-

urally , this complicates the pro cess of reasoning ab out

the temp oral mo del, and motiv ates our use of mo del

c hec king to v erify the required TTF-preemption prop-

erties.

Mo del Chec king for Plan V eri�cation

In order to v erify that the CIR CA SSP's plans are

safe, w e m ust pro ject what will happ en when they are

executed. In particular, w e m ust determine whether

the actions w e ha v e planned do, in fact, preempt all

p ossible transitions to failure. Recall that the SSP

do es not represen t time in its state space; it reasons

only ab out the feature space of the system. Instead,

the SSP uses a separate mo dule, emplo ying tec hniques

dev elop ed in the computer-aided v eri�cation researc h

comm uni t y to c hec k the plans it generates. Sp eci�-

cally CIR CA uses tec hniques for v erifying prop erties

of time d automata (Alur 1998).

A naiv e algorithm for CIR CA plan v eri�cation is

easy to prop ose: start at the initial state(s), �nd all

the p ossible successor states, and rep eat. If y ou ev er

en ter a failure state, the v eri�cation has failed.

The problem with this algorithm is hidden in the

de�nition of system state. T o determine the p ossible

successor states, w e m ust kno w ho w long transitions

ha v e b een enabled. F or example, to determine at state

23 whether radar_threat_kil ls_yo u happ ens b efore

or after evade_radar_missile , w e m ust kno w whether

the former transition has b een activ e

1

for 1200 time

units b efore the latter has b een activ e for 400 (see Fig-

ure 1).

Imagine that eac h transition has asso ciated with it a

timer, or \clo c k." When the transition is enabled, that

clo c k is reset to zero and started. When the transition

is disabled, that clo c k is turned o�. Whenev er that

clo c k go es o v er the lo w er b ound on the corresp onding

transition, the transition ma y o ccur; the transition is

guaran teed to o ccur b efore the upp er b ound on the

transition (unless some other transition in terv enes).

Th us w e can c haracterize the full state of the con-

trolled system b y the full set of feature v alues and

a v ector of arti�cial clo c k v alues. F or example:

flight_path = evasive

radar_missile_track ing = true

clock(evade_radar_m issi le) = 40

clock(radar_threat_ kill s_you ) = 700

By comparing this state against the problem def-

inition giv en in Figure 1, y ou ma y readily see that

this state is safe. radar_threat_ki lls_y ou cannot

tak e place for 500 more time units, b y whic h time

evade_radar_missile will ha v e preempted it.

Unfortunately , the v eri�cation problem, as naiv ely

framed, is not practically solv able. Since the clo c ks

are real-v alued, the set of system states is uncoun tably

large. Ho w ev er, the set of in teresting v alues is less

than in�nite, since there are only a �nite n um b er of

decisions that need b e made. F or example, all v alues of

clock(radar_threat_ kill s_you ) that are o v er 1200

are equiv alen t. Ho w ev er, the n um b er of relev an t states

ma y still b e v ery large.

Timed Automata Represen tati on F ortunately ,

researc hers in computer-aided v eri�cation ha v e found

w a ys to compactly represen t states lik e this for a class

of �nite state mac hines called time d automata (Alur

1998). Timed automata di�er in a few minor w a ys

from SSP state mac hines, but SSP state mac hines can

b e translated in to timed automata. Timed automata

states comprise a lo c ation (corresp onding to an SSP

state, or feature v ector) and a clo ck-interpr etation, or

ve ctor of clo ck values . All of the clo c ks incremen t syn-

c hronously , but can b e indep enden tly reset to zero b y

selected transitions. T ransitions themselv es are instan-

1

i.e., its preconditions ha v e b een en tailed b y the state

feature description.



taneous. T emp oral constrain ts in timed automata tak e

t w o forms: transition guar d expr essions that m ust b e

true to enable a transition, and state invariant expres-

sions that m ust b e true all the time the system remains

in a particular state.

Mapping an SSP state space mo del in to a timed au-

tomaton is a fairly simple matter of assigning di�er-

en t clo c ks to di�eren t CIR CA transitions and translat-

ing the CIR CA transition timing constrain ts in to timed

automaton clo c k constrain ts. Once this translation is

complete, the timed automaton mo del can b e passed

to our mo del-c hec king co de, the Real-Time Analysis

(R T A) mo dule, to determine whether failure is reac h-

able and, if so, what path of transitions leads to failure

(to guide CIR CA's in telligen t bac kjumping).

2

Figure 3a illustrates the R T A timed automaton that

corresp onds to CIR CA's solution to the UA V example

of Figure 2. Brie
y , the automatic translation pro cess

in v olv es mapping eac h t yp e of SSP state space transi-

tion, as follo ws:

T emp oral T ransitions | T emp oral transitions re-

quire the system to dw ell in a state for a certain

amoun t of time b efore the transition ma y o ccur.

This corresp onds exactly to a transition guard ex-

pression in R T A. Th us temp oral edges are eac h as-

signed a clo c k, and ha v e guard expressions constrain-

ing the v alue of that clo c k to b e greater than the

temp oral transition's minim um dela y . The clo c k is

reset b y all edges en tering the source state of the

temp oral edge, if that edge do es not come from a

state in whic h the same temp oral is enabled.

Ev en t T ransitions | Because ev en t transitions can

o ccur at an y time, they ha v e no asso ciated clo c ks

and are simply unrestricted edges in the R T A graph.

Action T ransitions | Recall that action transi-

tions place an upp er b ound on the time the system

ma y dw ell in the transition's source state b efore it

necessarily will mo v e to the transition's sink state. In

our R T A mo del, this corresp onds to an upp er b ound

state in v arian t expression. Eac h instance of an ac-

tion transition (action edge) is assigned a new clo c k.

The clo c k is reset b y all edges en tering the source

state of the action edge, if that edge do es not come

from a state in whic h the same action is enabled.

The action edge itself has no guarding clo c k con-

strain ts; instead, the action edge's upp er b ound is

expressed as an in v arian t in the edge's source state.

Reliable T emp oral T ransitions | Reliable tem-

p orals com bine the lo w er-b ound and upp er-b ound

2

In the R T A mo dule w e ha v e b een exp erimen ting with

v arying mixtures of our o wn custom co de and timed au-

tomaton c hec k ers dev elop ed elsewhere, notably the Kr o-

nos system (Y o vine 1998).

Let � b e the set of reac hable SSP states, �

i

. Let S b e

a corresp onding set of timed automaton lo cations, s

i

.

Let C b e a set of clo c ks, c

t

i

one for eac h transition.

Apply the follo wing map f ( � ) � ! s :

� If � has not y et b een planned, s will b e an accepting

lo cation of the automaton;

� Otherwise, construct a new lo cation, and for ev ery

transition, t enabled in � , add the follo wing features

to s :

In v arian ts If t has an upp er b ound (i.e., if t is a

reliable temp oral transition or an action), add an

in v arian t to the state, c

t

� max � t .

T ransitions out Add a transition from s to the

successor state,

3

t ( s ). The guar d of this transition

is the condition c

t

> min �

t

. On this transition,

r eset all clo c ks that corresp ond to uncon trollable

transitions (temp oral transitions and ev en ts) not

enabled in t ( s ). Also r eset the clo c k corresp onding

to the action planned for s .

Figure 4: Summary of translation pro cess.

timing constrain ts of temp orals and actions, so their

R T A mapping uses transition guards to represen t the

lo w er b ounds and state in v arian ts to represen t the

upp er b ounds.

W e summarize the translation pro cess in Figure 4.

E�cien t Mo del Chec king The critical concept for

taming the complexit y of timed automaton v eri�ca-

tion is an equiv alence relation (\region equiv alence")

b et w een system states (Alur 1998). This equiv alence

relation mak es use of the in tuition that all v alues for a

giv en clo c k are equiv alen t ab o v e a maxim um v alue (the

largest constan t the clo c k is ev er compared to). F ur-

thermore, since w e are only concerned with the reac h-

abilit y of v arious states, the actual v alues of di�eren t

clo c ks in a state are not as imp ortan t as their r ela-

tive v alues. Because the clo c ks are all notionally in-

cremen ted at the same rate, the relationships b et w een

the clo c k v alues up on en try to a state is su�cien t to

determine whic h outgoing transitions are p ossible: a

clo c k that is b ehind another cannot catc h up (within

a state). Based on this equiv alence relation, it can b e

sho wn that an y timed automaton (SSP plan) has only

a �nite n um b er of states.

4

Therefore, the problem of

determining reac habilit y (SSP plan v eri�cation) is de-

cidable.

4

More precisely , there are only a �nite n um b er of state

equiv alence classes, and state equiv alence classes are su�-

cien t to determine reac habilit y .



initial transition
Guard: ()
Resets: (1 2 3 4)

RTA-Location 0
NIL
Invariant: ()

radar_threat
Guard: ()
Resets: (4 3)

RTA-Location 1
SSP-State 17
(PATH NORMAL)
(RADAR_MISSILE_TRACKING F)
Invariant: ()

RTA-Location 2
FAILURE
Invariant: ()

evade_radar_missile
Guard: (c(2) >= 250)
Resets: (1)

radar_threat_kills_you
Guard: (c(3) >= 1200)
Resets: NIL

RTA-Location 3
SSP-State 23
(PATH EVASIVE)
(RADAR_MISSILE_TRACKING T)
Invariant: (c(2) <= 400)

radar_threat
Guard: ()
Resets: (3 2)

end_evasive
Guard: ()
Resets: NIL

RTA-Location 4
SSP-State 24
(PATH EVASIVE)
(RADAR_MISSILE_TRACKING F)
Invariant: (c(1) <= 10)

begin_evasive
Guard: ()
Resets: (2)

radar_threat_kills_you
Guard: (c(3) >= 1200)
Resets: NIL

RTA-Location 5
SSP-State 16
(PATH NORMAL)
(RADAR_MISSILE_TRACKING T)
Invariant: (c(4) <= 10)

initial transition
Guard: ()
Resets: (1 2 3 4)

RTA-State 0
Location 0 = SSP-State NIL
Invar: ()
#(0 1) #(0 1) #(0 1) #(0 1) #(0 1) 
#(0 2) #(0 1) #(0 2) #(0 2) #(0 2) 
#(0 2) #(0 2) #(0 1) #(0 2) #(0 2) 
#(0 2) #(0 2) #(0 2) #(0 1) #(0 2) 
#(0 2) #(0 2) #(0 2) #(0 2) #(0 1) 

radar_threat
Guard: ()
Resets: (4 3)

RTA-State 1
Location 1 = SSP-State 17
Invar: ()
#(0 1) #(0 1) #(0 1) #(0 1) #(0 1) 
#(0 1) #(0 1) #(0 1) #(0 1) #(0 1) 
#(0 1) #(0 1) #(0 1) #(0 1) #(0 1) 
#(0 1) #(0 1) #(0 1) #(0 1) #(0 1) 
#(0 1) #(0 1) #(0 1) #(0 1) #(0 1) 

begin_evasive
Guard: ()
Resets: (2)

RTA-State 2
Location 5 = SSP-State 16
Invar: (c(4) <= 10)
#(0 1) #(0 1) #(0 1) #(0 1) #(0 1) 
#(1201 0) #(0 1) #(0 1) #(1201 0) #(1201 0) 
#(1201 0) #(0 1) #(0 1) #(1201 0) #(1201 0) 
#(0 1) #(0 1) #(0 1) #(0 1) #(0 1) 
#(0 1) #(0 1) #(0 1) #(0 1) #(0 1) 

evade_radar_missile
Guard: (c(2) >= 250)
Resets: (1)

RTA-State 3
Location 3 = SSP-State 23
Invar: (c(2) <= 400)
#(0 1) #(0 1) #(0 1) #(0 1) #(0 1) 
#(1201 0) #(0 1) #(1201 0) #(1201 0) #(1201 0) 
#(0 1) #(0 1) #(0 1) #(0 1) #(0 1) 
#(10 1) #(0 1) #(10 1) #(0 1) #(0 1) 
#(10 1) #(0 1) #(10 1) #(0 1) #(0 1) 

end_evasive
Guard: ()
Resets: NIL

radar_threat
Guard: ()
Resets: (3 2)

RTA-State 4
Location 4 = SSP-State 24
Invar: (c(1) <= 10)
#(0 1) #(0 1) #(-250 1) #(-250 1) #(-250 1) 
#(0 1) #(0 1) #(-250 1) #(-250 1) #(-250 1) 
#(400 1) #(400 1) #(0 1) #(0 1) #(0 1) 
#(410 1) #(410 1) #(10 1) #(0 1) #(0 1) 
#(410 1) #(410 1) #(10 1) #(0 1) #(0 1) 

evade_radar_missile
Guard: (c(2) >= 250)
Resets: (1)

RTA-State 5
Location 3 = SSP-State 23
Invar: (c(2) <= 400)
#(0 1) #(0 1) #(0 1) #(0 1) #(-250 1) 
#(10 1) #(0 1) #(10 1) #(10 1) #(-250 1) 
#(0 1) #(0 1) #(0 1) #(0 1) #(-250 1) 
#(0 1) #(0 1) #(0 1) #(0 1) #(-250 1) 
#(420 1) #(410 1) #(420 1) #(420 1) #(0 1) 

(a) Input �nite automata. (b) Clo c k-zone expansion.

Figure 3: The input mo del and clo c k zone analysis for the example UA V domain.



A further optimization is p ossible, to mak e v eri�ca-

tion practical. The k ey in tuition b ehind this optimiza-

tion is that all reac habilit y questions hinge on pairwise

comparisons b et w een clo c k v alues. In order to deter-

mine whether or not one transition can o ccur, w e com-

pare a single clo c k against a constan t. T o determine

whether one transition o ccurs b efore another, w e only

need to determine whic h will reac h its asso ciated con-

stan t �rst. T o answ er this question, w e only need to

kno w the di�er enc e b et w een pairs of clo c k v alues.

Therefore, w e can compactly represen t clo c k regions

using a di�er enc e-b ound matrix (Dill 1989) whose en-

tries represen t b ounds on the di�erence b et w een pairs

of clo c ks and b et w een single clo c ks and a dumm y clo c k

whose v alue is alw a ys zero. Di�erence-b ound matrices

ha v e t w o adv an tages. First, they pro vide a compact

represen tation for equiv alence classes of clo c k-states in

timed automata. Second, they also ha v e a canonical

form, deriv ed using an y standard all-pairs shortest-

path algorithm. Putting the di�erence-b ound matri-

ces in to canonical form mak es it easy to determine

when t w o automaton states are equiv alen t. Recogniz-

ing equiv alen t states is necessary in order for reac ha-

bilit y searc h to terminate.

Figure 3b illustrates the reac habilit y v eri�cation of

the SSP plan giv en in Figure 1, optimized b y the use

of di�erence-b ound matrices. Space limits preclude

us from describing the di�erence b ound notation in

detail. Ho w ev er, a simple examination of Figure 3b

sho ws one notable asp ect of the R T A v eri�cation: there

are t w o R T A states (3 and 5) that corresp ond to the

SSP state 23. That is, the R T A algorithm has recog-

nized the distinction b et w een the t w o routes in to SSP

state 23 (see Figure 2) as b eing a temp orally signi�-

can t di�erence. The temp oral transition to failure from

state 23 will ha v e di�eren t amoun ts of time left on its

clo c k dep ending on whether w e en ter from state 16,

where it w as already enabled, or state 24, where it w as

not enabled (see Figure 3a, R T A-lo cations 5 and 4).

Using V eri�er Results to Con trol Searc h If the

v eri�cation system indicates that the con troller is not

correct, the SSP uses the v eri�cation system's output

to iden tify and repair the incorrectness. The v eri�ca-

tion system, when it detects an incorrectness do es so in

the form of a path (an execution trace) from an initial

state of the system to a distinguished failure state. The

SSP maps en tries in the trace in to en tries in its searc h

stac k. Eac h searc h stac k en try corresp onds to the as-

signmen t of a con trol action a reac hable state.

5

Th us

for eac h lo cation that app ears in an execution trace,

there is a corresp onding decision in the SSP's stac k.
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This is a sligh t o v ersimpli�cati on, but su�cien t to

grasp the essen tials.

This set of decisions, tak en together, mak e up a no-

go o d : a set of searc h decisions that, tak en together, is

inconsisten t. When encoun tering a v eri�cation failure,

the SSP uses a bac kjumping searc h metho d (Gasc hnig

1979), to revise the most recen t searc h decision that

app ears in the corresp onding nogo o d. F or this applica-

tion, bac kjumping is m uc h more e�cien t than c hrono-

logical bac ktrac king. Indeed, for all but the simplest

examples, c hronological bac ktrac king is simply infeasi-

ble, taking da ys of compute time.

Note that the abilit y to emplo y the execution trace

is a substan tial adv an tage of our approac h. The exe-

cution traces pro vided b y v eri�cation systems are not

minima l in an y sense of the w ord. This means that

designers using a v eri�cation to ol to ev aluate a design

m ust lo cate errors b y extensiv e insp ection of a pro-

gram trace leading to failure. CIR CA automates this

pro cess.

Related W ork

The CIR CA SSP is a reactiv e planner, and th us has

m uc h in common with w ork on reactiv e systems in AI

and con trol theory . CIR CA is un usual in t w o w a ys: it

automatically syn thesizes, or plans, its reactions, and it

pro vides p erformance guaran tees through the metho ds

of hard real time.

In indep enden tly-dev elop ed w ork, Asarin, Maler,

Pneuli and Sifakis (Asarin, Maler, & Pneuli 1995;

Maler, Pneuli, & Sifakis 1995) dev elop ed a game-

theoretic metho d of syn thesizing real-time con trollers.

They view the problem as trying to \force a win"

against the en vironmen t, b y guaran teeing that all

traces of system execution will pass through (a v oid)

a set of desirable (undesirable) states. Their metho d

is v ery similar to ours, but their w ork stopp ed at the

dev elopmen t of the algorithm and deriv ation of com-

plexit y b ounds; it w as nev er implemen ted.

Kabanza, et. al. ha v e dev elop ed w ork v ery similar

to ours in in ten tion. Their early w ork (fully presen ted

in (Kabanza, Barb eau, & St.-Denis 1997)) is similar

to the original CIR CA State Space Planner w ork, but

do es not tak e in to accoun t metric temp oral informa-

tion. Later w ork (Kabanza 1996), extends the original

framew ork b y incorp orating metric time, but do es so

b y e�ectiv ely imp osing a system-wide clo c k and pro-

gressing the con troller one \tic k" at a time. In con-

trol problems with widely v arying time constan ts, this

approac h will lead to an explosion of states; w e ha v e

adopted mo del-c hec king tec hniques that minim ize this

state explosion.

Mark o v Decision Pro cesses pro vide a theoretical ba-

sis for planning and action that is similar to discrete

con trol theory , but they place the accen t on uncer-

tain t y . The SSP tec hniques discussed in this pap er do



not attempt to reason ab out quan ti�ed measures of un-

certain t y , they mak e the w orst-case assumption: \an y-

thing bad that can happ en will happ en." Ho w ev er,

there has b een some preliminary w ork on dev eloping

a probabilit y mo del for CIR CA, to p ermit principled

mo del-pruning decisions (Li et al. 1999).

Curren t and future w ork

A t the time of this writing, w e are w orking on syn the-

sizing mission-sp eci�c con trollers for UCA Vs. A t yp-

ical scenario for UCA V con troller syn thesis in v olv es a

t w elv e state discrete con troller, that reacts to threats

from radar-guided missiles (b y taking appropriate ev a-

siv e action and deplo ying c ha� ), while attempting to

follo w a desired tra jectory (returning to it when ev asiv e

maneuv ers are done). This is a more extensiv e v ersion

of the example discussed in this pap er. Generating this

mo del requires appro ximately 18 seconds on a high-end

desktop mac hine (dual P en tium 700); bac ktrac king 43

times and in v oking the v eri�er 24 times.
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The largest

mo del-c hec k er query for this scenario explores appro x-

imately 6000 states using our o wn timed automaton

v eri�er.

W e ha v e in the past exp erimen ted with a n um b er of

other domains, including con trolling a sim ulated rob ot

arm attac hed to a con v ey er b elt, syn thesizing a con-

troller for the railroad-crossing reference problem for

h ybrid con trol and the Cassini orbital insertion refer-

ence problem (Musliner & Goldman 1997). Some of

these examples are substan tially larger than the UA V

problems.

Our approac h to syn thesizing discrete con trollers us-

ing mo del c hec king is inno v ativ e but costly . Ev en with

the optimizations discussed ab o v e and others, in v oking

mo del c hec k ers on large problems can still lead to v ery

large state spaces. W e are curren tly dev eloping sev-

eral new tec hniques to impro v e p erformance b y taking

adv an tage of the unique asp ects of the CIR CA SSP

problem. W e are also using mo del c hec king to v erify

not just the SSP plan, but also ho w it is implemen ted

in reactiv e execution rules b y the CIR CA executiv e.
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